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APPENDIX C

RISK MANAGEMENT

C-1.  Background.  Risk management is the process of identifying and controlling hazards to protect the force.  It is the Army's principal risk reduction process.  The intuitive management of risk in conducting military training and operations is old; however, its systematic application, as part of Army doctrine, is relatively new.  Therefore, this appendix presents a summary of how-to-do-it information based on FM 101-5 and FM 100-14.  Note:  See key risk management terms defined at the end of this appendix.

C-2.  Application.  Risk management is applied to reduce the risk of the full range of METT-TC hazards, including enemy action.  It is integrated into the Military Decision Making Process (MDMP), as indicated in Figure C-1 below.
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Figure C-1: Risk Management Integrated into the Military Decision Making Process.

C-3.  Responsibilities.
a. General Responsibilities at Battalion/Squadron and Higher.  Every staff officer must integrate risk management into the planning and execution of training and operational missions.  Staff officers assist the commander in minimizing unnecessary risk by increasing certainty in all operations.  He uses the risk management process to assess his functional area and make control measure recommendations to reduce or eliminate risk to support the combat power dynamic of force protection.  Examples of this process include the following measures:
(1) Apply risk management during the MDMP to identify force protection shortcomings in the BOS functions.

(2) Develop and implement controls for the commander that support the mission by avoiding unnecessary risk and loss of combat power.

(3) Provide support to operational requirements and establish procedures and standards that are clear and practical for each specified and implied task.

b. Specific Responsibilities at Battalion/Squadron and Higher.

(1) Commander (Overall).

(a) Provide risk guidance.


(b) Select hazard control options.

(c) Make risk decision for course of action (COA).

(d) Enforce and evaluate controls.

(2) XO (Staff Supervision).
(a) Supervise risk management integration across entire staff.
(b) Ensure hazards and controls are integrated into plans and orders.


(c)   Ensure staff monitors and enforces controls during execution.

(3) Staff Officers (Functional Area).
      (a)    
Identify hazards most likely to result in loss of combat power (i.e., hazards that are not adequately controlled).

(b)   Develop control options that address reasons for hazards.

 (c)    Integrate hazards and selected controls into functional area paragraphs, graphics, and
annexes of OPORD.

(4) Safety Officer/ NCO (Coordination).
(a) Assist commander and staff with risk management integration during mission planning, execution, and assessment.

(b) Collect hazards and controls identified by staff; use to prepare risk assessment and control measures for all operations.

 (c)    Coordinate staff risk management and make recommendations to S3.

c. Responsibilities at Company/Troop and Lower.  The commander/leader performs or delegates performance of the risk management process for each step in troop-leading procedures. (See Figure C-2.)
Troop-Leading Steps

Identify Hazards
Assess Hazards
Develop Controls & Make Risk  Decision
Implement Controls
Supervise & Evaluate

1
Receive mission
X






   -Perform initial METT-TC Analysis
X





2
Issue the warning order
X





3
Make a tentative plan
X
X




3A
   Make an estimate of the situation
X
X




3B
   Perform detailed mission analysis
X
X




3C
   Develop situation and courses of action for:
X
X




3C1
      -Enemy situation (enemy COAs)
X
X




3C2
      -Terrain and weather (OCOKA)
X
X




3C3
      -Friendly situation (troops and time available)
X
X




3C4
      -Courses of action (friendly)
X
X




3D
   Analyze courses of action—wargame 
X
X




3E
   Compare courses of action


X



3F
   Make decisions


X



3G
   Expand selected COA into tentative plan


X



4
Initiate movement



X


5
Reconnoiter



X


6
Complete the plan



X


7
Issue the order



X


8
Supervise and refine the plan




X

Figure C-2: Risk Management Integrated into Troop–Leading Procedures.

C-4.  Risk Management Procedures.  The commander and staff perform the actions listed below.  The safety officer collects the information generated during these actions and enters it on the risk management worksheet. (See Figure C-3.)
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Figure C-3: Risk Management Worksheet – ID Hazards.

a. Identify Hazards.

(1) Collect METT-TC hazard facts for each COA for the mission or  task.  (See Figure C-4 example.)  Sources include(
(a) Mission order/task instructions. 
(b) Commander's critical information requirements.

(c) Mission planning systems.

(d) Tactical SOP.
(e) Unit accident history.

(f) Reconnaissance.

(g) Experience.
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                                           Figure C-4: Example of Mission Factors.

(2) (2)  Review the mission’s METT-TC factors to identify those enemy and accident/fratricide hazards that are most likely to cause loss of combat power.  That is, identify those hazards that are not adequately controlled at this or the next lower echelon of command.  To do this, answer the questions in the matrix in Figure C-5 to determine if the hazard needs to be risk managed.
(3) Hazards determined to require risk management are identified to the safety officer/NCO who enters them on the worksheet in Block 5, Risk Management Worksheet, Figure C-3.
b. Assess Hazards.  

     (1)  Determine the risk level of each hazard that is not adequately controlled.  Use Figure C-6 and 
your best judgment to select the risk level.
(2) [image: image11.png]Risk Management Steps
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 Provide the risk level for each hazard to the safety officer/NCO.  The safety officer/NCO enters this information in Block 6 of the risk management worksheet as the initial risk level for each hazard. (See Figure C-7.)

                               Figure C-5: Does Hazard Require Risk Management?


(4) 
c. 
(3) 
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Figure C-6: Rick Assessment Matrix – Assess Hazards.                                                


(4) 
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Figure C-7: Risk Management Worksheet – Assess Hazards.
d. Develop Controls.

(1) Develop one or more controls to eliminate each hazard or to reduce its level of risk.  Controls should address the reason(s) the hazard needs to be risk managed.  (See C4a(2).)
(2) Provide controls to the safety officer/NCO who enters them in Block 7 of the risk management worksheet. (See Figure C-8.)
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Figure C-8: Risk Management Worksheet – Develop Controls.
e. Determine Residual Risk.

(1) For each hazard, use the risk assessment matrix (Figure C-9) and judgment to determine the level of risk remaining, assuming the controls are implemented.
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Figure C-9: Risk Assessment Matrix – Determine Residual Risk.

(2) Provide the residual risk level for each hazard to the safety officer/NCO who enters it in Block 8 of the risk management worksheet. (See Figure C-10.)
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Figure C-10: Risk Management Worksheet – Residual Risk.

f. Determine COA Risk.

(1) The safety officer/NCO determines the overall risk level for each COA, assuming the commander selects the controls and they are implemented.  He uses procedures in the unit's SOP to do this.  If the unit has no such procedures, the COA's overall risk level is the same as the hazard with the highest residual risk.  He circles the COA's risk level in Block 9.  (See Figure C-10.)
(2) The safety officer/NCO analyzes the feasibility and acceptability of each COA in terms of residual risk.  He scores the residual risk criterion for each COA using weights determined by the XO and provides these scores for entry on the decision matrix.

(3) The safety officer/NCO presents hazards, controls, and risks during the commander’s decision briefing.  Risk management worksheets may be used for this purpose.

g. Make Risk Decision.

(1) The commander selects the COA and decides whether or not to accept the COA's risk level.  He decides what level of residual risk he will accept and approves control measures that will result in that level or a lower level of risk.  He obtains the higher commander's approval to accept any level of residual risk that might imperil the higher commander's intent or is not consistent with his risk guidance.  In Block 10, the safety officer/NCO enters the name, rank, and duty position of the commander accepting the COA's risk level.  (Figure C-10.)
(2) The S3 develops and issues a warning order that contains the commander's refined risk guidance.

h. Implement Controls.

(1) Based on the commander's decision and risk guidance, the staff determines how each control will be put into effect or communicated to the personnel who will make it happen;  for example, FRAGO, OPORD, TACSOP, mission briefing, and rehearsals.  The safety officer/NCO enters this information in Block 11 of the risk management worksheet.  (See Figure C-11.)
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Figure C-11: Risk Management Worksheet – Implement.

(2) The staff coordinates controls, integrates them into the FRAGO and/or appropriate paragraphs and graphics of the OPORD, and confirms understanding by subordinate units during the rehearsal.

i. Supervise.

(1) The staff determines how each control will be monitored and/or enforced to ensure it is effectively implemented;  for example: command presence, direct supervision, PCI, PCC, SITREP, spot check, radio net monitoring and crosstalk, back-brief, etc.

(2) The staff provides control supervision methods to the safety officer/NCO who enters them in Block 12.  (See Figure C-12.)
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Figure C-12: Risk Management Worksheet – Supervise.

j. Risk Management Assessment.

(1) The staff evaluates the effectiveness of each control in reducing the risk of the targeted hazard.  They provide a "yes," if effective, or "no," if not, to the safety officer/NCO who enters this information in Block 13.

(2) For each control judged not effective, the staff determines why and what to do the next time the hazard is identified; for example, change the control, develop a different control, or change the method of implementation or supervision.  They provide this information to the safety officer/NCO who reports it during the AAR.

(3) The safety officer/NCO evaluates the unit's risk management performance and reports it during the AAR.  The matrix (Figure C-13) may be used for this report.


GO          
NO GO

Identified the most important hazards.



· Available facts for each METT-TC factor gathered and considered?


· Hazards (enemy and accident) most likely to result in loss of combat power identified?


Assessed risk level of each hazard.



· Valid method/tool used to assess initial risk levels?


Developed appropriate control options and determined residual risk.



· Each control addressed hazard reason(s)?


· Residual risk level realistic for each hazard?


· Valid method/tool used to determine the residual risk level for each COA?


· Residual risk level for each COA entered on decision matrix?


Made risk decision for selected COA.



· Valid procedure/guidance used for determining risk decision authority?


Hazards and controls clearly communicated to responsible unit/leadership.



· Controls integrated into appropriate paragraphs and graphics of the OPORD/FRAGO and rehearsals?


Implemented and enforced controls.



· Effective methods used to supervise/enforce controls?


Figure C-13: Risk Management Task Standards and Performance Assessment.

C-5. Definitions.
a. HAZARD - Actual or potential condition that can cause injury, illness, or death of personnel; damage to or loss of equipment or property; or mission degradation.

b. CONDITION - The readiness status of personnel and equipment with respect to the operational environment during mission planning, preparation, and execution.  Readiness that is below standard leads to human error, material failure, and inadequate precautions for environmental factors, which may cause accidents, fratricide, and mission degradation.

c. RISK - The probability of exposure to injury or loss from a hazard.  Risk level is expressed in terms of hazard probability and severity.

d. PROBABILITY - The likelihood that an event will occur.  Levels of probability are(
· Frequent – Occurs often, continuously experienced.

· Likely – Occurs several times.

· Occasional – Occurs sporadically.

· Seldom – Unlikely but could occur at some time.

· Unlikely – Can assume it will not occur.

e. e.   SEVERITY – The expected consequence of an event in terms of degree of injury, property   damage, or other mission-impairing factors.  Level of severity are(
· Catastrophic – Death or permanent total disability, system loss, major damage,
       significant property damage, mission failure.

· Critical – Permanent partial disability, temporary total disability in excess of 3 months,
       major system damage, significant property damage, significant mission degradation.

· Marginal – Minor injury, lost workday accident, minor system damage, minor property
       damage, some mission degradation.
(    Negligible – First aid or minor medical treatment, minor system impairment, little/no
      impact on mission accomplishment.

f. CONTROLS - Actions taken to eliminate hazards or reduce their risk.

g. RISK ASSESSMENT - The identification and assessment of hazards (the first two steps of the
 risk management process).

h. RESIDUAL RISK - The level of risk remaining after controls have been selected for hazards.

(Controls are identified and selected until residual risk is at an acceptable level or until it cannot be practically reduced further.)
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Support -Is type/amount/capability/condition of support

                  adequate to control hazard?

                  - Personnel               - Equipment/materiel

                  - Supplies                 - Services/facilities

  

Standards -Is guidance/procedure adequately clear/

                       practical/specific to control hazard?

Training - Is training adequately thorough and recent

                     to control hazard?

Leader -Is leadership ready, willing, and able to enforce

                 standards required to control hazard?

Unit Self-Discipline- Is unit performance and conduct

  self-disciplined to control hazard?

Adequate

   YES      NO

  If all “yes,” no further action. 

If one or more “no,”  risk manage this hazard.

(ENTER IT ON THE RISK MANAGEMENT WORKSHEET.) 
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